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1. Informatii generale
1.1. Accesibilitate

v" Dispozitivele criptografice Longmai mToken Crypto ID/Feitian epass2003 reprezinta dispozitive
securizate(de tip token) care pot stoca doar certificatul digital si cheile de securitate ale acestuia.

Din punct de vedere tehnic nu au functionalitatea unui stick de memorie.

Este protejat de un cod PIN, pin pe care 1l regasiti in documentatia primita in plic.

Introducerea eronata a pinului de 10 ori consecutiv duce la blocarea dispozitivului.

Pentru a-1 debloca va trebui sa contactati autoritatea emitenta si sa urmati pasii indicati de furnizor.
Nu stergeti fisierele stocate pe dispozitiv. In cazul stergerii certificatului digital sau a cheilor de pe
acesta este necesara achizitionarea unui nou certificat digital.

AN NI N NN

1.2. Cerinte minime

Sistem de operare: Windows 7, Windows 8, Windows 10, Windows 11, macOS, Linux
Memorie RAM: 1 GB
o Spatiu liber Hard Disk: 100 MB

1.3. Cerinte recomandate

Sistem de operare: Windows 10, Windows 11, macOS, Linux
Memorie RAM: 2 GB
o Spatiu liber Hard Disk: 100 MB

2. Descircarea si instalarea driverelor dispozitivelor criptografice: %
2.1 Dispozitivul Longmai mToken CryptolD x

. Accesati urmatoarele linkuri sau www.certdigital.ro sectiunea Suport tehnic-Descarca-Drivere token:
a) https://certdigital.ro/wp-content/uploads/2021/04/CertDigitalCrypto.zip (Windows) [ 1N
b) https://certdigital.ro/wp-content/uploads/2021/04/mac.zip (macOS) !

c) https://certdigital.ro/wp-content/uploads/2021/04/linux.zip (Linux) Q
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2.1.1 Sistemul de operare Windows:

Accesati My Computer(Computerul Meu)-Click Dreapta pe CD Drive CryptolDE Setup-Open in New
Window(Deschidere intr-o fereastra noud) sau accesati fisierul .exe din arhiva descarcata:

LN NS Manage This PC

# Quick access

‘Za Local Disk (C)

Dublu Click pe CryptolDE_setup.exe/CertDigitalCrypto.exe
i =0 Manage CD Drive (H:) CryptoIDE_Setup - o X
Home  Share  View Application Tools (2]

B0

| PintoQuick Copy Paste
ccess

dh Cut [iE] T
s Copy path 2 x ~

Move Copy Delete Rename

New item

Bun to disc
B Desktop 3D Objects Desktop Pinto Start
& Downloads  # B Addto archive...
% Documents Do Wit B Add to "Archiverar”
= Pictures # 3

B Compress and email...

- o x
Computer  View  Drive Tools (2]
e J| Uninstall or change a program 5
v | ‘B - Install or run program from your media
! . 18 System properties
Properties Open Rename  Access Map network Addanetwork  Open Open AutoPlay...
edi drive~ location Settings T8 Manage
Open
Location Network System
—> Open in new window
« v o B, mispc Pin to Quick access
~ Give access to
v Folders (7) >

Drivere - B Compress to "Archive.rar” and email
SEMNATURI £ # l Vidéos B Scan with Bitdefender Endpoint Security Tools
Acte Partener&( i Format...
DRVERMCRYP1. | Devices and drives (5) Bt
incetare_mihaek - Local Disk (C:) Local Disk (D) =
Create shortcut
@ OneDrive DVD Drive (F) vc ,"3'3'35‘5“"’ Properties
[ This PC -
B 30 Objects
B Desktop
% Documents
& Downloads
D Music
| Pictures
| Videos

@ Els:env [ setectan
it

Select none

Pr iti
[£] Paste shortcut 1o to Tolice TORSESS ©History &7 Invert selection
Clipboard Organize New Open Select
A [E > ThisPC > CD Drive (H:) CryptolDE_Setup vy O Search CD Drive (H) Cryptol..
& Downloads # A Name Date modified Type Size
& D ts . .
Bl Zocuments Vv Files Currently on the Disc (3)
[&] Pictures # -
| [ AutoRun.exe Application 1278
Dirvere * 5] AUTORUN.INE Setup Information 1K8
SEMNATURI / # 18 CryptolDE Setup.exe Application 160K8 ——————
Acte Partener8iC 5
1 Type: Application
| DRIVER MCRYPT Size: 1.60 MB

incetare_mihael:
| Manuale de utili
@ OneDrive
[ This PC
J 30 Objects
[ Desktop
|| Documents
& Downloads
D Music
] Pictures
B Videos
| i Local Disk (C)
= Local Disk (D)
8 DVD Drive (E) C1
] CD Drive (H) Cn v

3items  1item selected 1.60 MB

Date modified: 5/3/2017 4:15 AM

Next pana va aparea butonul Install:

g §
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Welcome to the CRYPTO Setup
Wizard
This will install CRYPTO version 1.0,21.406 on your computer.

Itis recommended that yvou dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

. Aveti posibilitatea de a selecta daca va crea scurtatura a utilitarului pe Desktop.

[;gl Setup - CryptolDE = X
Select Additional Tasks ~
Which additional tasks should be performed? C

Select the additional tasks you would like Setup to perform while installing CryptoIDE,
then dick Next.

Additional shortcuts:
Create a desktop shortcut

. Click Install:
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35-] Setup - CryptolDE -

Ready to Install
Setup is now ready to begin installing CryptoIDE on your computer.

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\CryptoIDE

Start Menu folder:
CryptoIDE

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

B e

. Vi se va afisa progresul instalarii:

35 Setup - CryptolDE — x
Installing "
Please wait while Setup installs CryptoIDE on your computer. @

Extracting files...
C:\WINDOWS\system32\mTokenCryptoDrv.dll

7

. Veti primi o solicitare de Securitate Windows pentru actualizarea serviciului Smartcard(Card
Inteligent) si veti permite acest lucru bifand “Always trust software from....” si Install:
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Would you like to install this device software?

Name: Longmai Smart cards
M Publisher: Century Longmai Technology Co. Ltd

Always trust software from "Century Longmai Install Don't Install

Technology Co. Ltd". /

@ You should only install driver software from publishers you trust. How can | decide which device
software is safe to install?

° Click Finish/Finalizare:

jg] Setup - CryptolDE —

Completing the CryptoIDE Setup
Wizard

To complete the installation of CryptoIDE, Setup must restart
your computer. Would you like to restart now?

O Yes, restart the computer now

(® No, I will restart the computer later

SN

***Este recomandat ca dupa instalarea Dispozitivului Criptografic sa reporniti Statia de lucru PC/Laptop astfel
incat sa se asigure o functionare corecta de la prima utilizare.
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2.1.2 Sistemul de operare macOS

. Accesati fisierul descarcat si dezarhivat din dosarul x64 “CertDigital-CRYPTO-PKI-Certificate-
Utility.pkg”

<

Favorites Name ~  Date Modified Size Kind

®) AirDrop Cale Librarie PKCS Adobe Reader.txt Apr 16,
@ CertDigital-CRYPTO-PKI-Certificate-Utility.pkg Apr 13

E Recents

#: Applications

0 Downloads
iCloud

& iCloud Drive

[ Desktop

ﬁ! Documents
Devices

[2) Macintosh HD

\_:\ Remote Disc

. Veti primi notificare ca fisierul nu poate fi deschis pentru cd este furnizat de cétre un dezvoltator
necunoscut. Click OK.

“CertDigital-CRYPTO-PKI-Certificate-
3 . Utility.pkg” can't be opened because it is
9 ' from an unidentified developer.

Your security preferences allow installation of only
apps from the App Store and identified developers.

;;;“c:ixr;o_\cc: this file today at 10:03 AM from
) —
o Accesati System Preferences(Preferinte Sistem)-Security&Privacy(Securitate si Intimitate), click

Open Anyway(Deschide Oricum).
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@ < i Security & Privacy Q

FileVault  Firewall Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes B after sleep or screen saver begins

Show a message when the screen is locked

Allow your Apple Watch to unlock your Mac

Allow apps downloaded from:
“CertDigita...tility.pkg"” was blocked from ing b it is not Open Anyway
from an identified developer. /
L‘ Click the lock to make changes. ?
. Veti primi notificare ca fisierul nu poate fi deschis pentru cé este furnizat de cétre un dezvoltator

necunoscut - Esti sigur ca vrei sa il deschizi? Click Open(Deschide).

“CertDigital-CRYPTO-PKI-Certificate-
° Utility.pkg" is from an unidentified
0 developer. Are you sure you want to open it?

Opening “CertDigital-CRYPTO-PKI-Certificate-
Utility.pkg” will always allow it to run on this Mac.

4

Chrome downloaded this file today at 10:03 AM from

certdigital.ro

: ———  opn

. Continuati cu instalarea driverului click Continue(continud), introduceti parola dispozitivului dvs.
si click Install(Instaleazd).

v . L @ w Install CertDigital-CRYPTO-PKI-Certificate-Utility
Welcome to the CertDigital-CRYPTO-PKI-Certificate-Utility Installer 1
You will be guided through the steps necessary to install this | : Installer is trying to install new software.
© Introduction { & Introduc
software. ] Touch ID or enter your password to allow this.
Destination Select 3 © Destinat jiivere
Installation Type © Installat Use Password... Cancel

|
Installation Installati

i -
S 1 SUMNP

Change Install Location...

———»  Continue 1 Customize —Go Bk
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2.2 Dispozitivul Feitian ePass2003 — Accesati urmatoarele linkuri sau www.certdigital.ro sectiunea Suport
tehnic - Descarca-Drivere token:

a) https://certdigital.ro/wp-content/uploads/2021/05/ePass2003-Setup.rar (Windows) E‘ /
b) https://certdigital.ro/wp-content/uploads/2022/01/ePass2003-Castle-mac-20211111.rar (macOS) ‘( _ | e

Epass 2003

2.2.1 Sistemul de operare Windows:

. Deschideti arhiva descarcata si rulati fisierul ePass2003-Setup.exe.
J Click OK.

BB <rasc2003-Setup (1)rar — O X

Fisiere Comenzi  Instrumente Favorite  Optiuni  Ajutor
Antivirus  Comentariu F

Adaugare Extragere.. Testare Vizualizare Stergere Cautare Vrdjitor Informatii

oY

T |m ePass2003-Setup (1).rar - Arhivd RAR, marimea nearhivata 1,274,560 octetj ~
=
MNume Marime Comprimat  Tip
o File fah
[55] ePass2003-Setup.exe 1,274,560 1,245,886 Applic:
Please Select Language *
]  Please Select Language
&
English ~
__> oK CANCEL
< >
=<2 Selectate 1 fisier. 1.274.560 octeti Total 1 fisier. 1.274.560 octeti
. Click Next(Urmatorul) pentru instalare.
ﬁ ePass2003 Setup — = ﬁl ePass2003 Setup — b
£ Choose Install Location 3
Welcome to the ePass2003 SetUP Choose the folder in which to install ePass2003. "
Setup will guide you through the installation of ePass2003. Setup will install ePass2003 in the following folder. To install in a different folder, dick Browse

and select another folder. Click Next to continue.
It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

Destination Folder

Browse...
Space required: 6.6MB
Space avalable: 25.0GB
Windows Installer

. Click Finish(Finalizare) pentru a incheia instalarea.

10
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ﬁ! ePass2003 Setup —

Completing the ePass2003 Setup

ePass2003 has been installed on your computer.

Click Finish to dose Setup.

[EE—— Cancel

2.2.2 Sistemul de operare macOS:

J Deschideti fisierul ePass2003-Castle.pkg din arhiva descarcata:
(X X ] [ ePass2003-Castle-mac-20210125
ePass2003-Castle.pkg ePassManagerAdmin_2003 license_en.rtf ReadMe_en.rtf SDKDemo
uninstall.sh
. Veti primi notificare ca fisierul nu poate fi deschis pentru ca este furnizat de catre un dezvoltator
necunoscut - Click OK.
. Accesati System Preferences(Preferinte Sistem) Security&Privacy(Securitate si Intimitate), click

Open Anyway(Deschide Oricum).

11
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Aplicatia “ePass2003-Castle.pkg”
nu poate fi deschisa, deoarece
Apple nu poate verifica daca
aceasta contine software rdu
intentionat.

Acest software trebuie sa fie actualizat.
Contactati dezvoltatorul pentru mai multe
informatii.

)

| Securitate si intimitate

General

FileVauit | Firewall |

Pentru acest utilizator a fost configurata o parola de login | Schimba parola...
Solicita parola dupa adormire sau dupa inceperea screensaverului

V| Afiseaza un mesaj cand ecranul este blocat | Stabileste mesajul de blocare
Utilizati Apple Watch pentru a debloca aplicatiile si Mac-ul dvs.

Permite aplicatiile descarcate:
Din App Store
®) Din App Store si de la dezvoltatorii identificati

Utilizarea aplicatiei “ePass2003-Castle.pkg” a fost blocata, deoarece nu
provine de la un dezvoltator identificat.

A

Acest articol se afld pe imaginea de disc
“ePass2003-Castle-mac-20210127.dmg"
iZip Unarchiver a descércat aceastd imagine
de disc astazi la 14:00.

(S /

®

u Faceti clic pe lacat pentru a realiza modificari. Avansat..

. Veti primi notificare ca fisierul nu poate fi deschis pentru ca este furnizat de catre un dezvoltator
necunoscut.
. Click Open(Deschide).

Aplicatia “ePass2003-Castle.pkg”
nu poate fi deschisa, deoarece
Apple nu poate verifica daca

aceasta contine software rau
intentionat.

Acest software trebuie sa fie actualizat.
Contactati dezvoltatorul pentru mai multe
informatii.

Acest articol se afld pe imaginea de disc
*ePass2003-Castle-mac-20210127.dmg"
iZip U i a [ i

a
de disc astazi la 14:00.

L D hid

> Renunta

. Continuati cu instalarea driverului click Continue(continud), introduceti parola dispozitivului dvs.
si click Install(Instaleaza) si Close(Inchide).

12
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& Instalare ePass2003-Castle

IS - -
o0 @ Instalare ePass2003-Castle a LN
Program de instalare "ePass2003-Castle”
@ Introducere Veti primi indrumiri pentru a parcurge pasii necesari pentru ® Introducere
instalarea acestui software. ® i m3
® Citeste-ma Citeste-
® Licentd ® Licentd
® Selectare destinatie ® Selectare destinatie
® Tip de instalare 'T"’t:l::' 8 trying to '"’":""l':':"""' ® Tip de instalare
1t e this.
® |Instalare by * ® Instalare
® Rezumat Use Password... Cancel ® Rezumat

———epei

3. Configurarea dispozitivelor criptografice in Adobe Reader DC - macOS

Instalarea a fost efectuata cu succes.

©

Instalarea a reusit.

Software-ul a fost instalat.

— [ Inaggi

o Deschideti aplicatia Adobe Acrobat Reader-Preferences(Preferinte).
rwmwuxn&umﬂmuu.qa BE® @ © »~ i = m = @ Q & © vn29oc
® 8 Despre Adobe Acrobat Reader DC Acrobat Reader

Pa| Despre plug-in-urile Adobe... @ ®
| |
"
u s ’ B recomandate... Vodetl toats instrumantsis n Lucrati pe dispozitivele mob...
Ascundere Adobe Acrobat Reader DE 4
L o fo P — focit s e e
Afisare globald i cu e mdcaciezsm. Compista ormulae 1 Smiteti-ie sior Acrabat Reader.
3 teiti din Adobe Acrobat Reader DT Y P —
i Marcat cu stea
PFOF
Recente E =B
(m] LI FAITTA RS DESCHIS LI
e O RO Dol O Astia, 1350 2T KB
Slergens recinte
. Click Signatures(Semnaturi)-ldentities&Trusted certificates-More(Mai multe).

13
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Preferinte

Categorii:

Conturi de e-mail
Formulare

Identitate

Internet

JavaScript

Limb3

Manager autentificiri
Misurare (2D)
Misurare (3D)
Misurare (Geospatiald)
Monitorizare
Multimedia (pre-existente)
Multimedia si 3D
Revizuire

Securitate

Securitate [Sporitd)

—

Servicii Adobe online

Unitati

Semniituri digitale

Creare & aspect

« Optiuni de control pentru crearea semndturii
+ Setati aspectul semnéturilor din cadrul unui document

Verificare

« Controlati modul si momentul de verificare a semnaturilor

itdti & certificate autentificate

- Creati i gestionati identititi pentru semnare
+ Gestionati acreditarile utilizate pentru autentificarea documentelor

ek

jatn d

+ Configurati setdrile serverului de marcare temporald

|

oK

Click Modules and symbols PKCS#11(Module si simboluri PCKS#11)-Attach module(Atasare

modul) si copiati calea pentru a obtine acces la dispozitivul criptografic — Click OK.

(000

Setari pentru ID digital si certificat autentificat

v  ID-uridigitle
Conturi cu ID-uri de r
Figiere ID digital

1D-uri digitale Keycha
Module si simboluri F

¥

Certificate autentificate

AN

Atagare modul  Detasare modul c Reimprospétare
1D producéto... ~ | Cale bibliotecs |

] Localizare modul PKCS#11 |

Cale bivliotecd {/ugriocalibibeastie1.0.0.0vibl__J
A 3
Administrarea modulelor PKCS#11

Aceasta este o listd cu modulele PKCS#11 incircate. Puteti incirca module suplimentare,
pentru a obtine acces la dispozitive criptografice noi

>

/opt/CryptolDE/lib/libcryptoide_pkcs1l.dylib

>
{usr/local/lib/libcastle.1.0.0.dylib

Pentru Feitian ePass2003 calea pentru localizarea modulului este:

14

Pentru Longmai mToken CryptolD calea pentru localizarea modulului este: |

Y

Epass 2003
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Click Connect(Conectare), introduceti PIN numeric - click OK - selectati certificatul valid-Click Use
for signing(Utilizare pentru semnare).

~  [D-uridigitale Modificare parolda  Conectare,  Deconectare ¥
Conturi cu ID-uri de roaming Etichets simbol Stare
BOGDAN PATRU Deconectat
Figiere ID digital
ID-uri digitale Windows
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EnterSafe PKCS#11 Library.

Important!!!

v
v
v

Sistemul de operare Mac gestioneaza diferit de Windows dispozitivul criptografic:

Introduce tokenul in stand-by daca nu este utilizat o perioada de timp.

La reluarea activitdtii trebuie sa inchideti toate aplicatiile care folosesc dispozitivul(Acrobat
Reader, browser, CDP Client), scoateti, reintroduceti tokenul si reluati procedura de semnare
dorita.

La semnarea in Acrobat Reader cu ajutorul librariei criptografice este recomandat cand terminati
procedura de semnare sa inchideti Acrobat Reader din bara de lansare rapida(Quick Launch) —
click dreapta- Quit si abia apoi sa scoateti tokenul din portul usb.
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